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1.INTRODUCTION

Deceptive designs, often called dark patterns, are everywhere.
Deceptive designs are designs of user interfaces that manipula-
te, confuse, disorient, or deceive individuals to make decisions
to surrender personal data, subscribe to services, or purchase
goods. According to the 2024 Digital Fairness Fitness Check,
manipulative designs cost consumers in the European Union 7.9
billion euros per year.! A recent study demonstrated that ninety-
seven of the most popular consumer apps in the European Union
deployed deceptive designs.? While no similar calculations are
available for the United States, due to lesser legal regulation, it is
reasonable to assume that the figures must be staggering.

"Deceptive designs, often
called dark patterns, are
everywhere."

Crucially, deceptive designs not only produce economic harms.
Based on large-scale data extraction and hidden psychome-
tric profiling, micro-targeting, and hyper-nudging, deceptive
designs actively undercut individuals’ ability to think, to protect
their mental privacy, or shape their own personalities. So far,
most legal remedies have been in downstream consumer pro-
tection, which are ill-suited to address the systemic, ubiquitous,
and inescapable nature of rampant surveillance capitalism. Yet,

there is the potential for an upstream solution in the human
rights doctrine which would enable individuals to reclaim their
epistemic rights and ultimately safeguard the essence of their
humanity in the face of unprecedented technological surveil-
lance and manipulation.

2. DECEPTIVE DESIGNS AND SURVEILLANCE CAPITALISM

2.1 Taxonomy

There is no definite definition of deceptive designs, but they are
generally understood as the way user interfaces are designed to
trick, coerce, influence, or nudge individuals into making decisi-
ons that are not in their self-interests, and which may be harmful
to them and society.* While there is debate regarding the nomen-
clature, this report choses to use the term “deceptive designs” to
denote a range of practices that have emerged as surveillance
capitalism has gained dominance over the digital environment.*

Since Harry Brignull first coined the term “dark patterns” in
2009, scholars have proposed numerous and expanding taxo-
nomies.® These concepts will become even harder to define as
new technologies, including haptic and sensory environments,
augmented realities, and metaverses offer new opportunities
for online manipulation.’

1 Chandni Gupta, “Made to Manipulate: The Impact of Deceptive Online Design Practices on Wellbeing and Strategies to Mitigate Harm,” Consumer Policy
Research Centre (2025), 9, https://cprc.org.au/report/made-to-manipulate-report.

2 European Commission, “Behavioural Study on Unfair Commercial Practices in the Digital Environment: Dark Patterns and Manipulative Personalisation,”
(2022), 6, https://op.europa.eu/en/publication-detail/-/publication/606365bc-d58b-11ec-a95f-01aar5ed71al/language-en.

3 Weichen Joe Chang, Katie Seaborn, and Andrew A. Adams, “Theorizing Deception: A Scoping Review of Theory in Research on Dark Patterns and
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4 Organisation for Economic Co-Operation and Development, “Consumer Vulnerability in the Digital Age,” OECD Publishing (2023), 21, https://www.oecd.org/
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isation for Economic Co-Operation and Development, “Consumer Vulnerability in the Digital Age.”

6 Wen-Tring Yang and Mark Leiser, “Illuminating Manipulative Design: From ‘Dark Patterns’ to Information Asymmetry and the Repression of Free Choice Under
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7 Ann Kristin Glenster, “Workshop on Deceptive Design: Nobel Prize Summit Solution Session,” Minderoo Centre for Technology and Democracy (2023),
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Typical examples of deceptive designs include ambiguously
shaded toggles, hidden information notices, pre-ticked boxes,
trick questions, social proof, acceptance by default, countdown
timers, maze of multiple screens (“roach motels”), confirm-sha-
ming, bait-and-switch disorientation, false urgency, sneaking-in-
to-the-basket check-out processes, false testimonials, hidden
costs, forced registration, and scarcity techniques.® Often, more
than one deceptive design is at play for a user interaction with a
website, app, or other digital service such as a “personal assis-
tant” like Alexa or Siri.

Amazon Echo devices on display in a store. Image: Wikipedia Commons

The Organisation for Economic Co-operation and Development
(OECD) has adopted the following working definition:

“Dark commercial patterns are business practices employing digital
choice architecture, in particular in online user interfaces, that subvert
orimpair consumer autonomy, decision-making or choice. They often
deceive, coerce or manipulate consumers and are likely to cause direct
orindirect consumer detriment in various ways, though it may be diffi-
cult orimpossible to measure such detriment in many instances.”?

Deceptive designs are crucial to surveillance capitalism as they
feed on personal data for psychometric profiling, hyper-personal-
ization, and behavioral targeted advertising and content.!* User
interfaces are designed to harvest as much personal data as possi-
ble, which is then used to design new deceptive designs which can
extract even more data, and so on in a never-ending loop.

2.2 Cognitive Biases and Emotional Profiling

What makes deceptive designs so objectionable is that they exploit
emotions and cognitive biases.”? In short, deceptive designs trick
people to behave in certain ways or share personal data. While
deceptive designs are what individuals encounter online, the gold
from these techniques is hidden behind-the-scenes where the
extracted data is subjected to psychometric profiling and micro-
targeting.’® A study commissioned by the European Commission
explains that the use of deceptive designs provides “valuable
insights on which website consumers like to visit, which products
they look for online and with what frequency or means, and insight
in relation to socio-demographic data (such as age, gender, finan-
cial situation) as well as personal or psychological characteristics
(personal interests, preferences, psychological profile, mood).”

Micro-targeting and personalization can reveal “[plermanent or
transitory cognitive or perceptual impairment [which] can be infer-
red from data about consumers demographics and behaviour.™®
These insights are then used to tailor the digital environment to
incentivize, influence, or coerce an individual to take a specific ac-
tion, which often goes against their otherwise wishes. Karen Yeung
calls this “hyper-nudging” in real time, which derives from algorith-
mic analysis of habits, preferences, and interests.*® Yeung explains
that hyper-nudging is based on algorithmically determined corre-
lations which dynamically configure individuals’ choices to influen-
ce their decisions.* The fact that the way deceptive designs extract

9. https://www.mctd.ac.uk/dark-commercial-patterns-deceptive-design-erodes-trust-in-the-online-digital-ecosystem/.

8 Organisation for Economic Co-Operation and Development, “Dark Commercial Patterns,” OECD Publishing (2022), 5, 9, https://www.oecd.org/en/publications/
dark-commercial-patterns_44f5e846-en.html; Jamie Luguri and Lior Jacob Strahilevitz, “Shining a Light on Dark Patterns,” Journal of Legal Analysis 13, (2021):
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Council, “Deceptive Designs,” (2018), 11; Arunesh Mathur, et al., “Dark Patterns at Scale: Findings Form a Craw!l of 11K Shopping Websites,” Proceedings ACM
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15 Lauren E. Willis, “Deception by Design,” Harvard Journal of Law and Technology 34, no. 1, (2020): 143, https://papers.ssrn.com/sol3/papers.cfm?abstract
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17 Yeung, “Hypernudge,” 6.


https://www.mctd.ac.uk/dark-commercial-patterns-deceptive-design-erodes-trust-in-the-online-digital-ecosystem/
https://academic.oup.com/jla/article/13/1/43/6180579
https://dl.acm.org/doi/10.1145/1772690.1772719
https://dl.acm.org/doi/10.1145/3359183
https://www.cnil.fr/sites/cnil/files/2023-06/cnil_ip_report_06_shaping_choices_in_the_digital_world.pdf
https://www.cnil.fr/sites/cnil/files/2023-06/cnil_ip_report_06_shaping_choices_in_the_digital_world.pdf
https://www.ftc.gov/reports/bringing-dark-patterns-light
https://www.ftc.gov/reports/bringing-dark-patterns-light
https://www.forbrukerradet.no/side/companies-use-design-to-take-our-time-money-and-personal-data/
https://www.forbrukerradet.no/side/companies-use-design-to-take-our-time-money-and-personal-data/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3694575
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3694575
https://journals.sagepub.com/doi/full/10.1177/26317877221129290
https://www.tandfonline.com/doi/abs/10.1080/1369118X.2016.1186713
https://www.tandfonline.com/doi/abs/10.1080/1369118X.2016.1186713

14
What makes deceptive

designs so objectionable is
that they exploit emotions
and cognitive biases. While
deceptive designs are what
individuals encounter
online, the gold from these
techniques is hidden behind-
the-scenes where the
extracted data is subjected to
psychometric profiling and
microtargeting.




data and fuel profiling and hyper-nudging is hidden and opaque
means that individuals have very few, if any means, to resist.1®

2.3 Harms

The harms from deceptive designs include financial loss from co-
erced, involuntary, and uninformed decisions, privacy violations,
epistemic injuries from disorientation, exposure to falsehoods,
and denial of access to information.* They cause psychological
harm such as anxiety, frustration, and emotional distress.?® In
exploiting psychological vulnerabilities, deceptive designs are
deployed to foster negative behaviors, such as attention and
gambling addictions, making it near impossible for individuals to
act with agency and autonomy.? The perception of a lack of con-
trol can lead to self-loathing, a sense of regret, and depression.?

"The perception of a lack
of control can lead to self-
loathing, a sense of regret,
and depression."

There are also risks of discrimination and the personal data
extracted through deceptive designs that can be used in profiling
may further entrench systemic and underlying inequalities.?®
Deceptive designs can be used to reveal or infer information
about a person that they would not want disclosed, such as
sexual practices or orientation, and that information can be used
to tailor what offers they receive or the access they will have to
information.? Depending on the jurisdiction, these inferences
may also be shared with third parties.

As deceptive designs are being deployed across all digital
spheres, they also come to govern individuals’ ability to protect

themselves from online social harms and political manipula-
tion.” On a systemic level, the problem is not that a discrete
deceptive design on a specific user interface impairs an indivi-
dual’s capacity to exercise free will, but the cumulative negation
of autonomy and choice throughout the digital ecosystem.?
Ultimately, deceptive designs help create epistemic chaos at
both the individual and societal level. They contribute to the
breakdown of collective trust,*” which is necessary for the demo-
cratic order to function.?® More than that, deceptive designs are
a key technique of surveillance capitalism to “disorient, distract,
and fragment the democratic order.”* Shoshana Zuboff remarks
that this form of “microtargeting” is a way to transfer illegitimate
knowledge into illegitimate power, with radical implications for
democratic governance.®

3. LEGAL COUNTERMEASURES

There are several laws in place that regulate deceptive designs, if
not always using that term. This section outlines some of the ma-
jor legal countermeasures in the United States and the European
Union to illustrate how law is being used to counter deceptive
designs. It does not provide a comprehensive overview but rat-
her, by illustrating existing legal mechanisms, primes the reader
for the following section on legal shortcomings that remain. Sig-
nificantly, the legal response so far to deceptive design has been
to try to curb these under consumer protection frameworks,
whereby individuals gain protection due to their status as con-
sumers rather than through rights afforded to them as humans.
As will be discussed, this difference is crucial in the failure to find
effective solutions, as its focus on downstream remedies allows
surveillance capitalism to flourish.

3.1 United States

The regulation of deceptive design in the United States has large-
ly fallen to the US Federal Trade Commission (FTC) as a consu-

18 Zuboff, “Surveillance Capitalism or Democracy?,” 13; Frank Pasquale, Black Box Society: The Secret Algorithms That Control Money and Information (Cam-
bridge, MA: Harvard University Press, 2015); European Commission, “Behavioural Study on Unfair Commercial Practices,” 685.

19 Organisation for Economic Co-Operation and Development, “Dark Commercial Patterns,” 5, 24; European Commission, “Behavioural Study on Unfair Com-
mercial Practices,” 6,92; Daniel Susser and Vincent Grimaldi, “Measuring Automated Influence: Between Empirical Evidence and Ethical Values,” AIES 21 (2021):
248 https://dl.acm.org/doi/10.1145/3461702.3462532.

20 Mathur, “Dark Patterns at Scale,” 1; Alberto Monge Roffarello, et al., “Defining and Identifying Attention Capture Deceptive Designs in Digital Interfaces,” CHI'23
(2023), https://dl.acm.org/doi/10.1145/3544548.3580729; Organisation for Economic Co-Operation and Development, “Consumer Vulnerability in the Digital
Age,” 22,25.

21 Roffarello, et al., “Defining and Identifying Attention Capture Deceptive Designs”; European Commission, “Behavioural Study on Unfair Commercial Practices,”
90; Gregory Day and Abbey Stemler, “Are Dark Patterns Anticompetitive?,” Alabama Law Review 72 (2020): 12 https://papers.ssrn.com/sol3/papers.cfm?ab-
stract id=3468321.

22 Organisation for Economic Co-Operation and Development, “Consumer Vulnerability in the Digital Age,” 22; Day and Stemler, “Are Dark Patterns Anticompeti-
tive?” 6.

23 Organisation for Economic Co-Operation and Development, “Consumer Vulnerability in the Digital Age,” 26.

24 Zuboff, “Surveillance Capitalism or Democracy?,” 32.
25 Glenster, “Workshop on Deceptive Design,” 11.

26 Norwegian Consumer Council, “Deceptive Designs,” 5; Organisation for Economic Co-Operation and Development, “Dark Commercial Patterns,” 26; Luguri
and Strahilevitz, “Shining a Light on Dark Patterns,” 44.

27 Organisation for Economic Co-Operation and Development, “Consumer Vulnerability in the Digital Age,” 22.
28 Glenster, “Workshop on Deceptive Design,” 10-11.
29 Zuboff, “Surveillance Capitalism or Democracy?,” 4, 9.

30 Zuboff, “Surveillance Capitalism or Democracy?,” 36.
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mer issue under Section 5 of the Federal Trade Commission Act
(FTC Act) which protects American consumers against unfair or
deceptive acts or practices.®

While the FTC Act does not mention deceptive designs or dark
patterns specifically, companies can still be found to be in breach
of the law if their acts or practices are found to be deceptive or
unfair. The FTC considers a design to be deceptive if it makes a
significant “representation, omission or practice” that s likely to
mislead a consumer who is acting reasonably under the circums-
tances.®? An act or practice is unfair if it causes or is likely to cause
substantial injury to a consumer, is not reasonably avoidable, and
not outweighed by countervailing benefits to competition.*

Federal Trade Commission headquarters
Investopedia

ashington D.C. Image:

Thus, “to comply with the FTC Act, companies should make
certain their online interfaces do not create false beliefs or ot-
herwise deceive consumers.”* The FTC clearly states that “com-
panies should avoid default settings that lead to the collection,
use, or disclosure of consumers’ information in a way that they
did not expect (and collect information only when the business
has a justified need for collecting the data).” User interfaces
should be assessed from the consumer’s perspective and blan-
ket consent should not be used in relation to the surrender of
sensitive information.»

31 15U.5.C.§45.

As deceptive designs have proliferated, the FTC has increa-
singly prioritized these as an area for enforcement action.*
The Commission has, for example, brought a case against a
smart TV manufacturer for using deceptive design to collect
and share people’s viewing habits with third parties.*® The
Commission has also taken legal action against companies
that subjected customers to multiple screens to cancel
subscriptions, hid full costs, or snuck products into online
shopping baskets.*

In 2021, the FTC adopted a new process to enable spee-
dier investigations of manipulative user interfaces.”® The
following year, the Commission reached a USD 245 million
settlement with Epic Games for use of dark patterns.* The
Commission also filed a complaint against Amazon Prime. In
2024, the FTC announced the Click-to-Cancel Rule manda-
ting that signing up to and cancelling a subscription should
be equally easy to do.*?

While the FTC has expanded its investigative and enforce-
ment actions against deceptive designs, federal legislative
efforts have been less muscular. There is, for instance, no
dedicated federal statute that protects Americans from de-
ceptive designs online.”* However, some protection against
deceptive designs exists for specific contexts, such as the
Restore Online Shoppers Confidence Act (ROSCA), which
ensures that consumers are not surreptitiously signed up to
third party vendor subscriptions.*

The story may be different at the state-level. For example,

the California Privacy Rights Act (CPRA) is the first statute in
the United States to use the term “dark patterns” as “a user
interface designed or manipulated with the substantial effect
of subverting orimpairing user autonomy, decision-making,
or choice.™ The CPRA complements existing state laws, such
as the California Consumer Privacy Act (CCPA), which bans
designs that substantially subvert or impair consumers’ ability
to opt-out of a service.*®

32 In the Matter of Cliffdale Assoc., Inc., 103 FTC 110, 1984 WL 565319 (FTC 1984); Luguri and Strahilevitz, “Shining a Light on Dark Patterns,” 83; FTC v. Cyber-

space.com LLC, 453 F.3d 1196, 1201 (9th Cir. 2006).

33 “FTC Policy Statement on Unfairness,” 104 FTC 949 (1984), codified under Section 5(n) of the FTC Act; Luguri and Strahilevitz, “Shining a Light on Dark Pat-

terns,” 87.

34 Federal Trade Commission, “Bringing Dark Patterns to Light,” 6.
35 Federal Trade Commission, “Bringing Dark Patterns to Light,” 18.
36 Federal Trade Commission, “Bringing Dark Patterns to Light,” 18.

37 FTCv. Bunzai Media Group, Inc. (2016 WL 3922625, Case CV 15-4527-GW (PLAx) (C.D. Cal. 2016); FTC v. Triangle Media Corp., 2018 WL 4051701, Case No.
18cv1388-MMA (NLS) (S.D. Cal. 2018); FTC v. FrostWire, LLC, WL 9282853 (S.D. Fla. 2011) ; Luguri and Strahilevitz, “Shining a Light on Dark Patterns,” 87-89; Gupta,

“Made to Manipulate,” 18.
38 Federal Trade Commission, “Bringing Dark Patterns to Light,” 1, 17.
39 Federal Trade Commission, “Bringing Dark Patterns to Light,” 1, 17.

40 Organisation for Economic Co-Operation and Development, “Dark Commercial Patterns,” 38.

41 Gupta, “Made to Manipulate,” 18.
42 Gupta, “Made to Manipulate,” 17-18.

43 Organisation for Economic Co-Operation and Development, “Dark Commercial Patterns,” 38.
44 15 U.S.C. §§ 8401-05; Luguri and Strahilevitz, “Shining a Light on Dark Patterns,” 92.

45 CPRA/Cal. Civ. Code § 1789.140(1).

46 CCPA/Cal.Civ. Code § 1798.100; see also Colorado Privacy Act, COLO. REV. STAT § 6-1-1303 (2021); Connecticut Data Privacy Act, Public Act No. 22-15 (2022);



3.2 European Union

Like in the United States, the European Union has, while not
using the specific term, addressed deceptive designs through
consumer protection laws, specifically under the Unfair Com-
mercial Practices Directive (UCPD),”” Consumer Rights Directive
(CRD),*® and the Unfair Contract Terms Directive (UCTD).* The
European Union legislature has also gone further and enacted
some specific protection against deceptive designs using the
term “dark patterns” under the Digital Services Act (DSA) and Di-
gital Markets Act (DMA),*® which came into effect in 2024. There is
also some protection under the Artificial Intelligence Act (Al Act),
Data Act, and the General Data Protection Regulation (GDPR).*

The UCPD is the most salient in this context as it protects
consumers against practices “which deceive or are likely to
deceive the average consumer” (Article 6).> The UCPD also
covers misleading omissions which could pertain to deceptive
designs which could significantly impair the average consumer’s
freedom of choice (Article 7).>* The European Commission’s
guidance explains that unlawful manipulative practices include
“visually obscuring important information or promoting a speci-
fic option, using trick questions and ambiguous language or de-
ploying default interface settings e.g., using pre-ticked boxes.”*
The guidance also states that, “traders should take appropriate
measures to ensure that the design of their interface does not
distort the transactional decision of consumers.”ss Thus, accor-

Texas Data Privacy and Security Act, TEX. BUS. & COM. § 541.101 (2023).

ding to the European Consumer Organisation (BECU), “[t]his
means that traders must prevent consumers from being misled
orinfluenced by a user interface guiding them to take a creation
decision without having the possibility to understand the conse-
quences of such a decision.”

Asign calling for the inclusion of generative Al systems in the functional
section of the EU Al Act. Image: Flickr - Eko

The DSA addresses dark patterns on online platforms that “ma-
terially distort or impair, either on purpose or in effect, the ability
of recipients of the service to make autonomous and informed
choices or decisions” (Recital 67).5 Similar provisions are in the
DMA in relation to compliant assessments and obligations of
“gatekeepers” (Alphabet, Amazon, Apple, ByteDance, Meta, and
Microsoft) and intermediary services (Articles 5 and 6). The DMA

47 “Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 Concerning Unfair Business-to-Consumer Commercial Practices in the
Internal Market and Amending Council Directive 84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC of the European Parliament and of the Council and
Regulation (EC) No 2006/2004 of the European Parliament and of the Council (‘Unfair Commercial Practices Directive’),”European Union (2005), https://eur-lex.
europa.eu/eli/dir/2005/29/oj/eng;European Commission, “Behavioural Study on Unfair Commercial Practices,” 70.

48 “Directive 2013/36/EU of the European Parliament and of the Council of 26 June 2013 on Access to the Activity of Credit Institutions and the Prudential Super-
vision of Credit Institutions and Investment Firms, Amending Directive 2002/87/EC and Repealing Directives 2006/48/EC and 2006/49/EC Text with EEA Relevance,”
European Union (2013), https://eur-lex.europa.eu/eli/dir/2013/36/0j/eng; European Commission, “Behavioural Study on Unfair Commercial Practices,” 20, 73-74;
Gupta, “Made to Manipulate,” 16.

49 “Council Directive 93/13/EEC of 5 April 1993 on Unfair Terms in Consumer Contracts

European Union (1993), https://eur-lex.europa.eu/eli/dir/1993/13/0i/eng; European Consumer Organisation, “‘Dark Patterns’ and the EU Consumer Law Acquis:
Recommendations for Better Enforcement and Reform,” European Union (2022), 6, https://www.beuc.eu/sites/default/files/publications/beuc-x-2022-013_dark_
patters_paper.pdf.

50 “Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single Market For Digital Services and Amending Direc-
tive 2000/31/EC (Digital Services Act),” European Union (2022), https://eur-lex.europa.eu/eli/reg/2022/2065/0j/eng; “Regulation (EU) 2022/1925 of the European
Parliament and of the Council of 14 September 2022 on Contestable and Fair Markets in the Digital Sector and Amending Directives (EU) 2019/1937 and (EV)
2020/1828 (Digital Markets Act),” European Union (2022), https://eur-lex.europa.eu/eli/reg/2022/1925/oj/eng.

51 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 Laying Down Harmonised Rules on Artificial Intelligence and Amend-
ing Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797
and (EU) 2020/1828 (Artificial Intelligence Act),” European Union (2023), https://eur-lex.europa.eu/eli/reg/2024/1689/0j/eng; “Regulation (EU) 2023/2854 of the
European Parliament and of the Council of 13 December 2023 on Harmonised Rules on Fair Access to and Use of Data and Amending Regulation (EU) 2017/2394
and Directive (EU) 2020/1828 (Data Act),” European Union (2023), https://eur-lex.europa.eu/eli/reg/2023/2854/0]/eng; Regulation (EU) 2016/679 of the European
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"Given that there is an abundance of consumer protection law
already in place, this gives rise to the question of why deceptive
designs are still so prevalent in the online environment."

also states that gatekeepers cannot make choices for end users
more difficult orimpinge on their free choice and autonomy “via the
structure, design, function, or manner of operation of a user inter-
face or a part thereof” (Article 13).%¢

In addition, the EU has adopted the Al Act, which came into effect in
2024. While the Al Act does not specifically name deceptive design
or dark patterns, the Al Act prohibits Al systems that deploy “purpo-
sefully manipulative or deceptive techniques” that will materially
distort behavior by impairing someone’s decision-making capaci-
ties (Article 5(1)(a)).= Similar protection can be found in the EU Data
Act (Articles 4(4) and 6(2)(a)) &

Deceptive designs may also violate several provisions of the GDPR,
including the data processing principles, such as accountability,
transparency, and fair processing (Article 5).2 In some instances,
there may also be violations of the GDPR consent provisions
mandating that consent must be freely given, specific, informed,
and unambiguous (Articles 4(11), 6(1), and 7).© For example, visual
interferences, comparison prevention, confirm-shaming, infor-
mation overloading, skipping, and other deceptive designs would
not meet the legal standard for consent under the GDPR.# There
may also be violations of the GDPR information requirements as
the French data protection regulator Commission National de
l'Informatique et des Libertés (CNIL) found in relation to Google’s
processing of personal data.®

The European Data Protection Board (EDBP) further comments that
deceptive designs would be incompatible with the requirement of
Data Protection by Design and Default (Article 25) 5 Deceptive de-
signs may violate Article 25 if they undermine a user’s autonomy, do
not correspond with reasonable expectations, or lock in customers
in an unfair manner that would interfere with consumer choice,

I
58 Gupta, “Made to Manipulate,” 16.
59 Digital Services Act, Art. 25.

orif they are deceptive.” While Article 25 should offer protection
against deceptive design, the vagueness of the Article has attracted
some of the same critique levied at seven foundational principles
for Privacy-by-Design by Ann Cavoukian in 19955 The point is that
without clearer definitions of what falls inside or outside the law,
these frameworks become largely unenforceable.

4. LEGAL SHORTCOMINGS

Given that there is an abundance of consumer protection law alrea-
dy in place, this gives rise to the question of why deceptive designs
are still so prevalent in the online environment. There are several
reasons why the law fails to be effective. These include the difficul-
ty in proving causality of breach, an explicit or inferred standard
forintentionality, concerns about free speech, and an outdated
reliance on the concept of a reasonable or average consumer. Taken
together they illustrate how attempts to address deceptive designs
under downstream piecemeal consumer protection laws—regard-
less of whether these fall under the terms “deceptive design” or
“dark patterns”—have proven ineffective.

Enforcement also relies on expertise, resources, and priorities.
These conditions are not always met. In the United States, for
instance, the political climate influences the priorities of the FTC
while in the European Union, the European Commission has
been criticized for failing to impose meaningful fines.®

4.1 Reliance on Case-By Case Enforcement
Enforcement actions against deceptive designs are often contin-

gent on national regulators and courts finding violations on a ca-
se-by-case basis.” However, the opaque nature, complexity, and

60 Gupta, “Made to Manipulate,” 16; Organisation for Economic Co-Operation and Development, “Consumer Vulnerability in the Digital Age,” 45-46.

61 Gupta, “Made to Manipulate,” 15.

62 European Data Protection Board, “Guidelines 3/2022 on Dark Patterns in Social Media Platform Interfaces: How to Recognise and Avoid Them,” European
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67 European Data Protection Board, “Guidelines 3/2022 on Dark Patterns in Social Media Platform Interfaces,” 10.

68 European Commission, “Behavioural Study on Unfair Commercial Practices,” 8;

Christopher Bosch, et al., “Tales from the Dark Side: Privacy Dark Strategies and Privacy Dark Patterns,” Proceedings on Privacy Enhancing Technologies, no. 4
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ubiquity of these designs make it very difficult to demonstrate
causality for a specific harm, which is often required in law.™ The
burden of proof calls for evidence that demonstrates how a spe-
cific company was the origin of consumers’ confusion,” which is
often unfeasible in relation to a digital environment that is filled
by a myriad of deceptive designs. Furthermore, the workings of
deceptive designs are, by their very nature, hidden. This lack of
transparency makes it impossible to establish how the deceptive
designs have been used to collect personal data to influence,
coerce, and manipulate individuals online.”

4.2 Intentionality

There is also the issue that most laws require that there was
some form of intent to deceive or mislead for a design to be dee-
med illegal.” As the word “deceptive” suggests, there must be an
intention to deceive.

For example, Gregory Conti and Edward Sobiesk write, “the key
difference between usable interface design and malicious inter-
face design is the intent on the part of the designer to delibera-
tely sacrifice the user experience in an attempt to achieve the
designer’s goals ahead of those of the user” (emphasis added).”
Arequirement of intentionality seems to be inferred regardless
of whether these practices are referred to as “deceptive designs,”
“dark patterns,” or “malicious designs.”Just because there is

Study on Unfair Commercial Practices,” 70.

intent does not mean that there is intent to deceive or mislead.
For example, using a paternalistic choice architecture to nudge
someone to make a decision that may be good for them would
be intentional,” although not with the intention to coerce or
manipulate someone to take actions that may go against their
self-interests. However, even seemingly well-intentioned nudges
may threaten autonomy, and some scholars have noted that in
the digital environment, it is often difficult to establish whose in-
terests the nudges promote.” It is therefore not clear what would
constitute intent to deceive or mislead in this context.

Furthermore, there may not necessarily be any intent at all.
Lauren E. Willis remarks that “[a]s machines perform more
marketing and sales tasks using artificial rather than human in-
telligence ... deceptive intent is likely to disappear.” The OCED
makes a similar point: “In addition, where dark patterns are the
outcome of autonomous experiments, it may be challenging to
determine whether they were ultimately intended to manipulate
consumers, which some courts may rely on to facilitate enforce-
ment even if not required by law.”™

The law is starting to recognize this. For example, the FTC does
not require proof of intention to deceive. Instead, it will be
enough to demonstrate that “the overall net impression” of the
information given to the consumer was misleading.® In the Euro-
pean Union, the European Commission notes that the UCPD
“does not require intention of the deployment of the dark pat-

71 Willis, “Deception by Design,” 54; Organisation for Economic Co-Operation and Development, “Consumer Vulnerability in the Digital Age,” 44; Glenster, “Work-

shop on Deceptive Design,” 7.
72 Willis, “Deception by Design,” 119.

73 Susser, Roessler, and Nissenbaum, “Technology, Autonomy, and Manipulation,” 41.

74 Willis, “Deception by Design,” 118.

75 Conti and Sobiesk, “Malicious Interface Design: Exploiting the User,” 271; Luguri and Strahilevitz, “Shining a Light on Dark Patterns,” 44, 81; Mathur, “Dark Pat-

terns at Scale,” 1.

76 Susser, Roessler, and Nissenbaum, “Technology, Autonomy, and Manipulation,” 5; Cass R. Sunstein, Why Nudge? The Politics of Libertarian Paternalism (New
Haven, CT: Yale University Press, 2014); Susser and Grimaldi, “Measuring Automated Influence,” 245; European Commission, “Behavioural Study on Unfair Commer-
cial Practices,” 35; Organisation for Economic Co-Operation and Development, “Dark Commercial Patterns,” 15.

77 Susser and Grimaldi, “Measuring Automated Influence,” 247, Bosch, et al., “Tales from the Dark Side,” 244.

78 Willis, “Deception by Design,” 158.

79 Organisation for Economic Co-Operation and Development, “Dark Commercial Patterns,” 41.
80 FTCv E.M.A. Nationwide, Inc. 767 F.3d 611, 631 (6th Cir. 2014); Luguri and Strahilevitz, “Shining a Light on Dark Patterns,” 83.
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tern.”st Nonetheless, notwithstanding the foregoing examples,
most laws and regulations still approach the issues of deceptive
design as requiring intention to deceive or mislead.

4.3 Legal Persuasion or lllegal Manipulation

A debate on the regulation of deceptive designs invariably
leads to questions on where to draw the line between legal
persuasion and illegal manipulation.® For Luguri and Stra-
hilevitz, for example, bait-and-switch or forced registration
would clearly be a violation of Section 5 FTC, while nagging,
confirm-shaming, or comparison prevention may not be.® While
classifying discrete deceptive designs may be helpful in speci-
ficinstances, it still leaves unresolved the broader question of
what counts as illegal manipulation and what would count as
legal persua-
sion.® Accor-
ding to Day
and Stempler,
“courts would
not likely con-
demn online
manipulation
if consumers
were merely persuaded - even if the conduct was false or mis-
leading.”® Yet, this is becoming increasingly difficult as “[m]any
experts including consumer advocates and some regulators
confirmed that the line between deception and marketing is
becoming more blurred.”s

In the United States, there are particular reasons to tread care-
fully when attempting to designate deceptive designs as illegal
as doing so could be an infringement of the right to freedom
of speech under the First Amendment of the US Constitution.#
However, finding that a deceptive designs ban infringes on the
right to speech would by logic necessitate an understanding of
designs as “speech.”ss Despite some caselaw to the contrary,®

"Deceptive designs are designed to undermine
individuals’ ability to act rationally by
deliberately subjecting them to false
pressures, confusion, and disorientation."

unless the courts were willing to make this leap, it is difficult to
see how there could be an infringement. Furthermore, as false
and misleading commercial speech is not protected, some scho-
lars believe that legislation banning deceptive designs would

be “constitutionally unproblematic.” Nevertheless, given the
direction of current US Supreme Court jurisprudence, the Court
might use constitutional protection as a means to strike out any
consumer protection which could be seen to be legislative and
regulatory overreach.

4.4 The Fiction of the Reasonable or Average Consumer

One of the chief challenges to regulating deceptive designs
through the consumer protection paradigm is that it is premi-
sed on the assumption of the reasonable or average consumer
who will act ratio-
nally in their self-
interest if given
adequate informa-
tion and choice.91
In other words,
the reasonable or
average consumer
test assumes that
an individual will act as a rational homo economicus.”? Howe-
ver, this test has come under strain as it increasingly does not
tally with reality.”

The OECD notes the reliance on an average or reasonable
consumer in American and European law, but also how this very
premise is questioned in the academic literature.* Often people
are tired, distracted, emotional, or otherwise impaired from exer-
cising rational judgement. More than that, deceptive designs are
designed to undermine individuals’ ability to act rationally by
deliberately subjecting them to false pressures, confusion, and
disorientation.” Willis elucidates this point, writing that “[t]he
reasonable person standard is nonsensical in a world of micro-

81 European Consumer Organisation, “Dark Patterns’ and the EU Consumer Law Acquis, 6.

82 Glenster, “Workshop on Deceptive Design,” 40.
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Cos., 797 F.3d 1248, 1268 (11th Cir. 2015); MacDermid Printing Sols., LLC v. Cortron Corp., 833 F. 3d 172, 186 (2d Circ. 2016).
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Crucially, deceptive designs

not only produce economic
harms. Based on large-scale
data extraction and hidden
psychometric profiling,
micro-targeting, and hyper-
nudging, deceptive designs
actively undercut individuals’
ability to think, to protect
their mental privacy, or shape
their own personalities.
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targeting because digital materials are no longer produced for
the reasonable person.”

The remedy in law has been attempts to bolster consumers’
capacity for rational agency by ensuring that they have adequate
information.®” The theory is that if people have sufficient infor-
mation, they will be able to make informed and free decisions.*
According to the OECD, “itis the information asymmetry resul-
ting from increasingly transparent online consumer behaviour
compared to largely opaque business processes that is consi-
dered to be at the core of consumer manipulation through dark
patterns.”® Thus, itis implied that the problem can be remedied
by addressing information asymmetries. Similarly, the FTC has
emphasized the need for accessible information, stating, for
example, that consumers should be able to easily find privacy
policies.' Yet, scholars have noted that the reliance on informa-
tion notices and privacy policies does not lead to more control
and privacy. Placing the burden on consumers to digest more
information in an already saturated information environment
will not empower them to make free decisions when faced

with deceptive designs.'2 Given the overwhelming presence of
deceptive designs, it is unlikely that more information alone will
shield individuals from manipulation and harm.

Given the ubiquity of deceptive designs, scholars and commen-
tator are beginning to recognize that the reasonable or average
consumer no longer exists. Instead, under surveillance capita-
lism, all individuals should be considered “vulnerable.”: Willis
notes that, “big data and real-time tracking can identify consu-
mers who are particularly vulnerable due to personal traits or
physical or emotional state, giving businesses the opportunity to
exploit this vulnerability.”** This conceptualization follows from
existing definitions of vulnerability as a discrete, binary status,
often tied to gender, age, race, or socio-economic status.!
However, adopting a new standard for vulnerable consumers in

—
96 Willis, “Deception by Design,” 157.

97 Gupta, “Made to Manipulate,” 20.

98 General Data Protection Regulation (GDPR), Art. 12, Art. 14.

light of deceptive designs will also necessitate a reconceptualiza-
tion of vulnerability, moving away from status to context.? This
is because vulnerability is not always tied to vulnerable charac-
teristics but vulnerable interactions.”” Vulnerability is “dynamic
and situational” where a consumer may be “vulnerable in one
situation but not in others.”1s
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Web pop-up showing dark patterns. Image: Wikimedia Commons - Cmglee

Thus, several scholars and commentators now suggest that, in
relation to deceptive designs, the concept of vulnerability should
not be reserved for specific groups.'*® Several commentators and
experts draw attention to how deceptive designs render indi-
viduals vulnerable by exploiting their cognitive and behavioral
biases through digital asymmetries.»* Indeed, this view is be-
ginning to gain traction in legal circles.'* A study commissioned
by the European Commission recognizes that vulnerability may
be context-dependent, “including those types of vulnerabilities
that are particularly acute in the digital environment (e.g. based
on personal or psychological characteristics, such as interests,
preferences, psychological profile and mood).”2 This leads the
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OECD to conclude that, “because data-driven personalisation
practices may target a single consumer at a single moment in
time and space, potentially when they are most vulnerable, there
is no longer a distinction between the actual consumer and the
average or reasonable consumer, making the standard of little
practical use.

Ultimately, deceptive designs exploit power asymmetries. David
Susser, Beate Roessler, and Helen Nissenbaum write that “becau-
se information technology makes generating, collecting, analy-
sing, and leveraging such data about us cheap and easy, and at a
scarcely comprehensible scale, the worry is that such technolo-
gies render us deeply vulnerable to the whims of those who build,
control, and deploy these systems.”

"Decisional privacy erodes
when manipulation invades
internal thought processes,
reduces free will, or interferes
with users’ self-interest."

5. APARADIGM SHIFT FROM CONSUMER PROTECTION TO
EPISTEMIC RIGHTS

The previous sections have demonstrated how an increasing
number of specific legal rules, mostly rooted in consumer protec-
tion, have not been effective in curbing the relentless proliferation
of deceptive designs. Thus, this section will propose that, rather
than relying on downstream consumer law prohibitions based on
ever-expanding taxonomies, there may be an upstream solution
in the doctrine of epistemic human rights.

In recent years, the concept of epistemic rights has started to
emerge in the academic literature.> For present purposes, epis-
temic rights are anchored in several provisions of the United Na-
tions Declaration of Human Rights (1948), specifically, the rights
to privacy (Article 12), the freedom of thought, conscience, and
religion (Article 18), freedom of speech and access to information
(Article 19), and dignity and the free development of personality

(Article 22). These rights overlap and intersect with Zuboff’s list

of elemental rights that act as a bulwark against surveillance
capitalism, which includes “the right to be forgotten, the right to
the future tense, the right to exercise human intelligence, the right
to truth, the right to revise one’s identity, and the right to private
knowledge of one’s experience.”

In considering deceptive designs as epistemic rights violations,
legislators, courts, and regulators will be able to overcome the
shortcomings of the consumer protection paradigm. This can be
made possible by adopting Mathias Risse’s proposal for episte-
mic rights to be recognized as the fourth generation of human
rights.”" The first generation is generally understood to protect
personhood; the second generation protects relative status; and
the third generation protects collective rights.t® Risse argues that
the fourth generation needs to protect human life in the advent
of intelligent technologies.’® Risse elucidates two dimensions

to epistemic rights, namely the right to know and the right to be
known.2 Both of these dimensions are assaulted by the use of
deceptive designs.

Underpinning these rights are fundamental values such as pri-
vacy and autonomy.*?! Day and Stempler write that “[d]ecisional
privacy erodes when manipulation invades internal thought
processes, reduces free will, or interferes with users’ self-inter-
est.”*?2 Susser and Grimaldi point out that respect for autonomy
and independent decision-making capacities is a “core liberal
democratic value.”* In undermining autonomy and decisional
privacy, deceptive designs assault fundamental human capa-
cities which are a prerequisite for participation in democratic
governance. Thus, deceptive designs do not only attack autono-
my to commercially exploit individuals by goading them to make
decisions which may not reflect their free will; they attack the
very basis of human agency that is a fundamental tenet for the
democratic order.

By recognizing that deceptive designs violate epistemic rights as
human rights, the solution moves upstream. Consequently, there
will not be the same test for causality or intentionality as under
the current consumer protection regimes. The struggle to decide
whether an individual is average or vulnerable also falls to the
wayside. Examining deceptive designs from an epistemic human
rights perspective also opens up other avenues for redress. For
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example, businesses will be under pressure to abandon their
deceptive designs to comport with the UN Office of the High
Commissioner on Human Rights” Guiding Principles on Business
and Human Rights.'* While the Guiding Principles are not inten-
ded to create international law obligations, they nevertheless
carry significant sway. They would compel businesses to take
an ex ante approach by having to assess their designs in impact
assessments (Guiding Principle 13).

Furthermore, individuals will be able to use the shield of the law,
for example by alleging that the extraction of personal data for
purposes of designs infringes their fundamental rights to privacy
and the freedom of thought. Similar protection can be develo-
ped for all the other epistemic rights if the international legal
community acts in time.

Surveillance capitalism is rapidly cannibalizing all areas of
commercial, social, and political life. Stemming the tides with
strong epistemic rights would be a major step onto another path
of reclaiming humanity in the face of increasingly sophisticated,
dominant, and hidden technologies.
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